
INTERNATIONAL EDUCATIONAL APPLIED RESEARCH JOURNAL (IEARJ)  

Volume 03, Issue 10, Oct 2019  

 E-ISSN: 2456-6713 

12 | P a g e  
 
 

ORUTA: PRIVACY PROTECTING PUBLIC AUDITING FOR 

SHARED INFORMATION WITH IN THE CLOUD 
 

*B. Hari Babu1, D. Murali2 
 

1M.tech Student, Department of Computer Science and Engineering, Brahmaiah College Of Engineering, North 

Rajupalem, Nellore, Andhra Pradesh, India 524366. 
 

2Associate Professor, Department of Computer Science and Engineering, Brahmaiah College Of Engineering, North 

Rajupalem, Nellore, Andhra Pradesh, India 524366. 

 
Abstract: With cloud data services, it is commonplace for data to be not only stored in the cloud, but also shared 

across multiple users. Unfortunately, the integrity of cloud data is subject to skepticism due to the existence of 

hardware/software failures and human errors. Several mechanisms have been designed to allow both data owners and 

public verifiers to efficiently audit cloud data integrity without retrieving the entire data from the cloud server. However, 

public auditing on the integrity of shared data with these existing mechanisms will inevitably reveal confidential 

information-identity privacy to public verifiers. In this paper, I propose a novel privacy-preserving mechanism that 

supports public auditing on shared data stored in the cloud. In particular, I exploit ring signatures to compute 

verification metadata needed to audit the correctness of shared data. With our mechanism, the identity of the signer on 

each block in shared data is kept private from public verifiers, who are able to efficiently verify shared data integrity 

without retrieving the entire file.  
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1. INTRODUCTION: 

Introduction to cloud computing: 

Cloud computing is the use of computing resources 

(hardware and software) that are delivered as a service 

over a network (typically the Internet). The name comes 

from the common use of a cloud-shaped symbol as an 

abstraction for the complex infrastructure it contains in 

system diagrams.  

 

Fig. 1: Structure of cloud computing 

 

Working Principle of Cloud Computing: 

The goal of cloud computing is to apply 

traditional supercomputing, or high-performance 

computing power, normally used by military and research 

facilities, to perform tens of trillions of computations per 

second, in consumer-oriented applications such as 

financial portfolios, to deliver personalized information, 

to provide data storage or to power large, immersive 

computer games. 

Characteristics and Services Models: 

The salient characteristics of cloud computing based on 

the definitions provided by the National Institute of 

Standards and Terminology (NIST) are outlined below: 

¶ On-demand self-service: A consumer can 

unilaterally provision computing capabilities, 

such as server time and network storage, as 

needed automatically without requiring human 

interaction with each serviceôs provider.  

 

¶ Resource pooling: The providerôs computing 

resources are pooled to serve multiple consumers 

using a multi-tenant model, with different 

physical and virtual resources dynamically 

assigned and reassigned according to consumer 

demand.  

 

Fig. 2: Characteristics of cloud computing 

http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Internet
http://www.webopedia.com/TERM/S/supercomputer.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
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Services Models: 

Cloud Computing comprises three different service 

models, namely Infrastructure-as-a-Service (IaaS), 

Platform-as-a-Service (PaaS), and Software-as-a-Service 

(SaaS). The three service models or layer are completed 

by an end user layer that encapsulates the end user 

perspective on cloud services. The model is shown in 

figure below.  

 

Fig. 3: Structure of service models 

 

Benefits of cloud computing: 

1. Achieve economies of scale: increase volume output 

or productivity with fewer people. Your cost per unit, 

project or product plummets.  

 

2. Reduce spending on technology infrastructure: 

Maintain easy access to your information with 

minimal upfront spending. Pay as you go (weekly, 

quarterly or yearly), based on demand.  

 

3. Globalize your workforce on the cheap: People 

worldwide can access the cloud, provided they have 

an Internet connection.  

 

4. Streamline processes: Get more work done in less 

time with less people.  

 

5. Reduce capital costs. Thereôs no need to spend big 

money on hardware, software or licensing fees.  

 

Advantages: 

1. Price: Pay for only the resources used. 

 

2. Security: Cloud instances are isolated in the network 

from other instances for improved security. 

 

3. Performance: Instances can be added instantly for 

improved performance. Clients have access to the 

total resources of the Cloudôs core hardware. 

 

 

 

 

2. LITERATURE SURVEY: 

1. ñOruta: Privacy-Preserving PublicAuditing for 

Shared Data in the Cloudò. 

Authors: B. Wang, B. Li, and H. Li, 

With cloud data services, it is commonplace for data to be 

not only stored in the cloud, but also shared across 

multiple users. Unfortunately, the integrity of cloud data 

is subject to skepticism due to the existence of 

hardware/software failures and human errors. Several 

mechanisms have been designed to allow both data 

owners and public verifiers to efficiently audit cloud data 

integrity without retrieving the entire data from the cloud 

server.  

3. SYSTEM ANALYSIS: 

3.1 Existing System: 

¶ Many mechanisms  have been proposed to allow not 

only a data owner itself but also a public verifier to 

efficiently perform integrity checking without 

downloading the entire data from the cloud, which is 

referred to as public auditing . In these mechanisms, 

data is divided into many small blocks, where each 

block is independently signed by the owner; and a 

random combination of all the blocks instead of the 

whole data is retrieved during integrity checking. A 

public verifier could be a data user (e.g., researcher) 

who would like to utilize the ownerôs data via the 

cloud or a third-party auditor (TPA) who can provide 

expert integrity checking services.  

 

¶ Moving a step forward, Wang et al. designed an 

advanced auditing mechanism .so that during public 

auditing on cloud data, the content of private data 

belonging to a personal user is not disclosed to any 

public verifiers. Unfortunately, current public 

auditing solutions mentioned above only focus on 

personal data in the cloud .We believe that sharing 

data among multiple users is perhaps one of the most 

engaging features that motivates cloud storage. 

Therefore, it is also necessary to ensure the integrity 

of shared data in the cloud is correct.  

 

¶ Existing public auditing mechanisms can actually be 

extended to verify shared data integrity. However, a 

new significant privacy issue introduced in the case 

of shared data with the use of existing mechanisms is 

the leakage of identity privacy to public verifiers. 

 

Disadvantages of existing system: 

1. Failing to preserve identity privacy on shared data 

during public auditing will reveal significant 

confidential information to public verifiers. 

 

2. Protect these confidential information is essential and 

critical to preserve identity privacy from public 

verifiers during public auditing. 
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3.2 Proposed System: 
 

¶ In this paper, to solve the above privacy issue on 

shared data, we propose Oruta, a novel privacy-

preserving public auditing mechanism.  

 

¶ Meanwhile, Oruta is compatible with random 

masking, which has been utilized in WWRL and can 

preserve data privacy from public verifiers. 

Moreover, we also leverage index hash tables from a 

previous public auditing solution to support dynamic 

data. A high-level comparison among Oruta and 

existing mechanisms is presented. 

Advantages of proposed system: 

1. A public verifier is able to correctly verify shared 

data integrity. 

2. A public verifier cannot distinguish the identity of the 

signer on each block in shared data during the 

process of auditing. 

3.3 Feasibility Analysis: 

The feasibility of the project is analyzed in this phase and 

business proposal is put forth with a very general plan for 

the project and some cost estimates. During system 

analysis the feasibility study of the proposed system is to 

be carried out. This is to ensure that the proposed system 

is not a burden to the company. For feasibility analysis, 

some understanding of the major requirements for the 

system is essential. 

 

3.4 Social Analysis: 

The aspect of study is to check the level of acceptance of 

the system by the user. This includes the process of 

training the user to use the system efficiently. The user 

must not feel threatened by the system, instead must 

accept it as a necessity.  

  

4. SYSTEM REQUIREMENTS: 

System Requirements: 

Software requirement specification is a fundamental 

document, which forms the foundation of the software 

development process. It not only lists the requirements of 

a system but also has a description of its major feature. 

An SRS is basically an organizationôs understanding of a 

customer or potential clientôs system requirements and 

dependencies at a particular point in time prior to any 

actual design or development work.  

 

4.1 Hardware Requirements: 

ü System  : Pentium IV 2.4 GHz. 

ü Hard Disk       :  40 GB. 

ü Floppy Drive  :  1.44 Mb. 

ü Monitor  :  15 VGA Colour. 

ü Mouse  :  Logitech. 

ü Ram  :  512 Mb. 

4.2 Software Requirements: 

ü Operating system  :  Windows XP/7. 

ü Coding Language :  JAVA/J2EE 

ü IDE   : Netbeans 7.4 

ü Database  : MYSQL 

 

4.3 Functional Requirements: 

Functional requirements characterize a component of a 

software framework and how the framework must carry 

on when given particular inputs or conditions. These may 

incorporate estimations, data manipulation and handling 

and other particular functionality.  

 

5. SYSTEM DESIGN: 

5.1 System Architecture: 

The architecture involves three parties: the cloud server, 

the third party auditor (TPA) and users. There are two 

types of users in a group: the original user and a number 

of group users. 

 

 
 

Fig. 4: System Architecture 

 

5.2 Data Flow Diagram: 

1. The DFD is also called as bubble chart. It is a simple 

graphical formalism that can be used to represent a 

system in terms of input data to the system, various 

processing carried out on this data, and the output 

data is generated by this system. 

 

2. The data flow diagram (DFD) is one of the most 

important modeling tools. It is used to model the 

system components. These components are the 

system process, the data used by the process, an 

external entity that interacts with the system and the 

information flows in the system. 
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Fig. 5: Data Flow Diagram 

 

5.3 UML Diagrams: 

UML stands for Unified Modeling Language. UML is a 

standardized general-purpose modeling language in the 

field of object-oriented software engineering. The 

standard is managed, and was created by, the Object 

Management Group.  

  

 

Fig. 6: Use Case Diagram 

 

5.5 Class Diagram: 

In software engineering, a class diagram in the Unified 

Modeling Language (UML) is a type of static structure 

diagram that describes the structure of a system by 

showing the system's classes, their attributes, operations 

(or methods), and the relationships among the classes. It 

explains which class contains information. 

ADMIN

Send Key
Get key
Send file

File Sending()

Attribute Authority

Get Key
Send Key

Key sending() 

S-Csp

Get Key
Send Key

Key sending()

Receiver

Get File
Download File

File receiving()

 

Fig. 7: Class Diagram 

5.6 Sequence Diagram: 

A sequence diagram in Unified Modeling Language 

(UML) is a kind of interaction diagram that shows how 

processes operate with one another and in what order. It is 

a construct of a Message Sequence Chart. Sequence 

diagrams are sometimes called event diagrams, event 

scenarios, and timing diagrams. 

 

 

Sender DataBase S-CSP

Getting key

Adding Key

Adding Data

Receiver

Receiving Data

S-CSP

Getting key

Fig. 8: Sequence Diagram 

 

5.7 Activity Diagram: 

Activity diagrams are graphical representations of 

workflows of stepwise activities and actions with support 

for choice, iteration and concurrency. In the Unified 

Modeling Language, activity diagrams can be used to 

describe the business and operational step-by-step 

workflows of components in a system. An activity 

diagram shows the overall flow of control. 

 

Fig. 9: Activity Diagram 
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6. IMPLEMENTATION 

6.1 Technology Description: 

6.1.1 Java Technology: 

Java technology is both a programming language and a 

platform. 

 

The Java Programming Language: 

The Java programming language is a high-level language 

that can be characterized by all of the following 

buzzwords:  

ü Simple 

ü Architecture neutral 

ü Object oriented 

ü Portable 

ü Distributed  

ü High performance 

ü Interpreted  

ü Multithreaded 

ü Robust 

ü Dynamic 

ü Secure  

 

 
 

 

 
  

The Java Platform: 

A platform is the hardware or software environment in 

which a program runs. Weôve already mentioned some of 

the most popular platforms like Windows 2000, Linux, 

Solaris, and MacOS. Most platforms can be described as a 

combination of the operating system and hardware. The 

Java platform differs from most other platforms in that 

itôs a software-only platform that runs on top of other 

hardware-based platforms.  

 

The Java platform has two components:  

¶ The Java Virtual Machine (Java VM)  

 

¶ The Java Application Programming Interface 

(Java API)  

 
 

What Can Java Technology Do?  

The most common types of programs written in the Java 

programming language are applets and applications. If 

youôve surfed the Web, youôre probably already familiar 

with applets. An applet is a program that adheres to 

certain conventions that allow it to run within a Java-

enabled browser.  

 

¶ The essentials: Objects, strings, threads, 

numbers, input and output, data structures, 

system properties, date and time, and so on.  

 

¶ Applets: The set of conventions used by applets.  

 

¶ Networking: URLs, TCP (Transmission Control 

Protocol), UDP (User Data gram Protocol) 

sockets, and IP (Internet Protocol) addresses.  

 

6.2 Source Code: 

/*  

 * To change this template, choose Tools | Templates 

 * and open the template in the editor. 

 */  

package Action; 

 

importjava.io.IOException; 

importjava.io.PrintWriter; 

importjavax.servlet.ServletException; 

importjavax.servlet.http.HttpServlet; 

importjavax.servlet.http.HttpServletRequest; 

importjavax.servlet.http.HttpServletResponse; 

 

/**  

 *  

 * @author IBN 03 

 */  

public class Man_Log extends HttpServlet { 

 

    /**  

     * Processes requests for both HTTP 

     * <code>GET</code> and 

* <code>POST</code> methods. 

     *  

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error 

occurs 

     * @throws IOException if an I/O error occurs 

     */  
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protected void processRequest(HttpServletRequest 

request, HttpServletResponse response) 

throwsServletException, IOException { 

response.setContentType("text/html;charset=UTF-8"); 

PrintWriter out = response.getWriter(); 

try {  

 

if 

((request.getParameter("username").equalsIgnoreCase("a

dmin")) && 

(request.getParameter("password").equalsIgnoreCase("ad

min"))) {  

response.sendRedirect("Admin_hom.jsp"); 

            } else { 

out.println("<p style='margin-left:550px;margin-

top:100px;font-family: cursive '>Check Username / 

Password....!</p>"); 

            }  

        } finally {  

out.close(); 

        }  

    }  

 

    // <editor-fold defaultstate="collapsed" 

desc="HttpServlet methods. Click on the + sign on the 

left to edit the code."> 

    /**  

     * Handles the HTTP 

* <code>GET</code> method. 

     *  

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error 

occurs 

     * @throws IOException if an I/O error occurs 

     */  

    @Override 

protected void doGet(HttpServletRequest request, 

HttpServletResponse response) 

throwsServletException, IOException { 

processRequest(request, response); 

    }  

 

    /**  

     * Handles the HTTP 

* <code>POST</code> method. 

     *  

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error 

occurs 

     * @throws IOException if an I/O error occurs 

     */  

    @Override 

protected void doPost(HttpServletRequest request, 

HttpServletResponse response) 

throwsServletException, IOException { 

processRequest(request, response); 

    }  

 

    /**  

     * Returns a short description of the servlet. 

     *  

     * @return a String containing servlet description 

     */  

    @Override 

public String getServletInfo() { 

return "Short description"; 

    }// </editor-fold> 

}  

 

 

/*  

 * To change this template, choose Tools | Templates 

 * and open the template in the editor. 

 */  

package Action; 

 

importjava.io.IOException; 

importjava.io.PrintWriter; 

importjava.sql.Connection; 

importjava.sql.Statement; 

importjava.util.logging.Level; 

importjava.util.logging.Logger; 

importjavax.servlet.ServletException; 

importjavax.servlet.http.HttpServlet; 

importjavax.servlet.http.HttpServletRequest; 

importjavax.servlet.http.HttpServletResponse; 

 

6.7. Screen shots: 

ORUTA- Privacy Protecting Public Auditing for Shared 

Knowledge with in the   cloud. 

 

 

The home page contains over view of the project and it 

holds modules like registration and login forms. 
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Fill   all the fields then click register button. 

 

Every user will first of all will do the registration of his 

personal details and will select their role in the cloud. 

There are three types of groups that can be selected by 

user: 

a. Data Owner  

b. Cloud Owner  

c. User  

 

Registration Submit 

 

After filling all his personal details we should click on the 

submit button the entered details are save in the data base. 

After then ñRegistration done successfullyò dialog box 

appears. Then click on ñokò button. 

 

 

 

 

 

 

 

Login Details 

 
 

Checking the   Account   Activated or  not 

 

So,  in the  above  login page  we  did  not   enter   valid    

username  and  password   so,  it  will  displays  account  

not  yet  activayed. 

Login  Page: 
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Every user will first login with user name, password 

which are already given in the registration forms and click 

on the submit button.    

 

7. SYSTEM TESTING: 

7.1 TYPES OF TESTS: 

7.1.1 Unit Testing:            

Unit testing involves the design of test cases that validate 

that the internal program logic is functioning properly, 

and that program inputs produce valid outputs. All 

decision branches and internal code flow should be 

validated.  

 

Test strategy and approach: 

Field testing will be performed manually and functional 

tests will be written in detail. 

 

Test objectives: 

Pages must be activated from the identified link 

 

8. CONCLUSION: 

In this paper, I have a tendency to propose Oruta, a 

privacy-preserving public auditing mechanism for 

shared knowledge with in the cloud.  

 

1. We have a tendency to utilize ring signatures to 

construct homomorphic authenticators, so a public 

protagonist is ready to auditshared knowledge 

integrity United Nations agency is that the signer 

on every block.  

 

2. There are 2 fascinating issues we'll still study for our 

future work. one in every of them is 

traceability, which suggests the flexibility for 

the cluster manager (i.e., the first user) to reveal the 

identity of the signer supported verification data in 

some special things.  

 

9. FUTURE ENHANCEMENT: 

¶ As future enhancement, we enhance the Oruta system 

in two interesting problems we will continue to study 

for our future work.  

 

¶ One of them is traceability, which means the ability 

for the group manager (i.e., the original user) to 

reveal the identity of the signer based on verification 

metadata in some special situations.  

 

¶ Since Oruta is based on ring signatures, where the 

identity of the signer is unconditionally protected, the 

current design of ours does not support traceability.  

 

¶ To the best of our knowledge, designing an efficient 

public auditing mechanism with the capabilities of 

preserving identity privacy and supporting 

traceability is still open.  

¶ Another problem for our future work is how to prove 

data freshness (prove the cloud possesses the latest 

version of shared data) while still preserving identity 

privacy. 

REFERENCES: 

1. B. Wang, B. Li, and H. Li, ñOruta: Privacy-

Preserving Public Auditing for Shared Data in the 

Cloud,ò Proc. IEEE Fifth Intôl Conf. Cloud 

Computing, pp. 295-302, 2012. 

2. M. Armbrust, A. Fox, R. Griffith, A.D. Joseph, R.H. 

Katz, A. Konwinski, G. Lee, D.A. Patterson, A. 

Rabkin, I. Stoica, and M. Zaharia, ñA View of Cloud 

Computing,ò Comm. ACM, vol. 53, no. 4, pp. 50-58, 

Apr. 2010. 

3. K. Ren, C. Wang, and Q. Wang, ñSecurity 

Challenges for the Public Cloud,ò IEEE Internet 

Computing, vol. 16, no. 1, pp. 69-73, 2012. 

4. D. Song, E. Shi, I. Fischer, and U. Shankar, ñCloud 

Data Protection for the Masses,ò Computer, vol. 45, 

no. 1, pp. 39-45, 2012. 

5. C. Wang, Q. Wang, K. Ren, and W. Lou, ñPrivacy-

Preserving Public Auditing for Data Storage Security 

in Cloud Computing,ò Proc. IEEE INFOCOM, pp. 

525-533, 2010. 

6. B. Wang, M. Li, S.S. Chow, and H. Li, ñComputing 

Encrypted Cloud Data Efficiently under Multiple 

Keys,ò Proc. IEEE Conf. Comm. and Network 

Security (CNS ô13), pp. 90-99, 2013. 

7. R. Rivest, A. Shamir, and L. Adleman, ñA Method 
for Obtaining Digital Signatures and Public Key 

Cryptosystems,ò Comm. ACM, vol. 21, no. 2, pp. 

120-126, 1978. 

8. The MD5 Message-Digest Algorithm (RFC1321). 

https://tools. ietf.org/html/rfc1321, 2014. 

9. G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. 

Kissner, Z. Peterson, and D. Song, ñProvable Data 

Possession at Untrusted Stores,ò Proc. 14th ACM 

Conf. Computer and Comm. Security (CCS ô07), pp. 

598-610, 2007. 

10. H. Shacham and B. Waters, ñCompact Proofs of 
Retrievability,ò Proc. 14th Intôl Conf. Theory and 

Application of Cryptology and Information Security: 

Advances in Cryptology (ASIACRYPT ô08), pp. 90-

107, 2008. 

11. C. Erway, A. Kupcu, C. Papamanthou, and R. 

Tamassia, ñDynamic Provable Data Possession,ò 

Proc. 16th ACM Conf. Computer and Comm. 

Security (CCSô09), pp. 213-222, 2009. 

12. Q. Wang, C. Wang, J. Li, K. Ren, and W. Lou, 

ñEnabling Public Verifiability and Data Dynamic for 

Storage Security in Cloud Computing,ò Proc. 14th 

European Conf. Research in Computer Security 

(ESORICSô09), pp. 355-370, 2009. 

13. C. Wang, Q. Wang, K. Ren, and W. Lou, ñEnsuring 
Data Storage Security in Cloud Computing,ò Proc. 



INTERNATIONAL EDUCATIONAL APPLIED RESEARCH JOURNAL (IEARJ)  

Volume 03, Issue 10, Oct 2019  

 E-ISSN: 2456-6713 

20 | P a g e  
 
 

17th Intôl Workshop Quality of Service (IWQoSô09), 

pp. 1-9, 2009.  

14. B. Chen, R. Curtmola, G. Ateniese, and R. Burns, 

ñRemote Data Checking for Network Coding-Based 

Distributed Storage Systems,ò Proc. ACM Workshop 

Cloud Computing Security Workshop (CCSWô10), 

pp. 31-42, 2010. 

 


